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The Governing Board recognizes the importance of keeping accurate, comprehensive student records as required by
law. The Superintendent or designee shall establish administrative regulations governing the identification, collection,
retention, disclosure, and security of student records. These regulations shall ensure the rights of authorized persons
to have timely access to student records while maintaining the confidentiality of student records in accordance with
state and federal law.

The Superintendent or designee shall designate a certificated employee in Student Services to serve as custodian of
records with responsibility for student records at the district level. At each school, the principal or a certificated
employee shall be designated as custodian of records for students enrolled at that school. The custodian of records
shall be responsible for implementing Board policy and administrative regulation regarding student records. (5 CCR
431)

If student records containing covered information which is not subject to the California Consumer Privacy Act are
under the control of the operator of a website, online service or application, or mobile application, and the student's
parent/guardian or the student, if 18 years of age or older, requests deletion of such records, the Superintendent or
designee shall provide documentation to the operator that the student has not been enrolled in the district for at
least 60 days. (Business and Professions Code 22584)

All appropriate personnel shall receive training regarding district policies and procedures for gathering and handling
sensitive student information, including which information should not be solicited.

The district shall not collect or solicit social security numbers or the last four digits of social security numbers of
students or their parents/guardians, unless otherwise required to do so by state or federal law. (Education Code
49076.7)

The immigration or citizenship status of a student or a student's family member may only be collected and disclosed
in accordance with Board Policy/Administrative Regulation 1445 - Response to Immigration Enforcement.

The district or any district employee shall not compile a list, registry, or database based on students' national origin,
ethnicity, or religious belief, practice, or affiliation, or disclose student information to federal government authorities
for the purpose of compiling such a list, registry, or database for purposes of immigration enforcement. This
prohibition does not apply to information that is aggregated and is not personally identifiable. (Government Code
8310.3)

The Superintendent or designee shall develop protocols to comply with a court's restraining order that prohibits a
party from accessing specified records and information pertaining to a student. (Family Code 6323.5)

Student Records from Social Media

The Superintendent or designee may gather and maintain information from the social media of any district student,
provided that the district first notifies students and parents/guardians about the proposed program, offers an
opportunity for public comment at a regularly scheduled Board meeting, and gathers only information that pertains
to school safety or student safety. (Education Code 49073.6)

Retention, Disclosure, and Security of Student Records

The Superintendent or designee shall ensure the confidentiality of student records as required by law and shall



establish processes and procedures to safeguard data against damage, loss, or theft, including damage, loss, or theft,
which may be caused by the use of technology, including artificial intelligence and breaches to the district's digital

mfrastructure in the retentlon or dlsclosure of student records AddmefmatMmaeeefdaﬁeew&#BoafdrPehey

The Superintendent or designee shall ensure that employees receive information and training about cybersecurity,
including ways to protect student records from breaches to the district's digital infrastructure.

If the district experiences a cyberattack that impacts more than 500 students or personnel, the Superintendent or
designee shall report the cyberattack to the California Cybersecurity Integration Center. (Education Code 35266)

The Superintendent or designee may enter into a contract with a third party for the digital storage, management, and
retrieval of student records and/or to authorize a third party provider of digital software to access, store, and use
student records, provided that the contract meets the requirements of Education Code 49073.1 and other applicable

state and federal laws.

Policy Reference Disclaimer:These references are not intended to be part of the policy itself, nor do they indicate the basis or authority
for the Governing Board to enact this policy. Instead, they are provided as additional resources for those interested in the subject matter

of the policy.

State

5 CCR 16020-16027

5 CCR 430-438
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Ed. Code 17604

Ed. Code 220.3

Ed. Code 234.7
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Ed. Code 48853.5

Ed. Code 48902
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Ed. Code 49060-49079
Ed. Code 49091.14
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Ed. Code 56050

Ed. Code 56055

Ed. Code 60900-60901
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https://govt.westlaw.com/calregs/Browse/Home/California/CaliforniaCodeofRegulations?guid=I2AF4DC104C6911EC93A8000D3A7C4BC3&transitionType=Default&contextData=%28sc.Default%29#I2AFA33434C6911EC93A8000D3A7C4BC3
http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=22580.&lawCode=BPC
http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=22584.&lawCode=BPC
http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=22586.&lawCode=BPC
http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?sectionNum=1985.3.&lawCode=CCP
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=17604.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=234.7.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=35266.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=48201.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=48853.5.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=48902.
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=EDC&division=4.&title=2.&part=27.&chapter=6.&article=1.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=48918.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=48980.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=48985.
https://leginfo.legislature.ca.gov/faces/codes_displayexpandedbranch.xhtml?tocCode=EDC&division=4.&title=2.&part=27.&chapter=6.5.&article=
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=49091.14.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=51745.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=56041.5.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=56050.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=56055.

State

Ed. Code 69432.9
Ed. Code 69475
Fam. Code 3025
Fam. Code 6323.5
Fam. Code 6552
Gov. Code 7920.000-7930.215
H&S Code 120440
Pen. Code 245
W&l Code 16010
W&l Code 681
W&l Code 701

Federal
15 USC 6501-6506
16 CFR Part 312

Description
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Access to records by noncustodial parents
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Juvenile court law

Description
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26 USC 152
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McKi Ry, Assi Act: definiti

34 CFR 99.1-99.8
42 USC 11434a
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https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=69432.9.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=FAM&sectionNum=3025.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=FAM&sectionNum=6552.
https://leginfo.legislature.ca.gov/faces/codes_displayexpandedbranch.xhtml?tocCode=GOV&division=10.&title=1.&part=&chapter=&article=
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=HSC&sectionNum=120440.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=PEN&sectionNum=245.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=WIC&sectionNum=16010.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=WIC&sectionNum=681.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=WIC&sectionNum=701.
https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-312
https://uscode.house.gov/view.xhtml?req=(title:20 section:1232g edition:prelim) OR (granuleid:USC-prelim-title20-section1232g)&f=treesort&edition=prelim&num=0&jumpTo=true
https://uscode.house.gov/view.xhtml?req=(title:26 section:152 edition:prelim) OR (granuleid:USC-prelim-title26-section152)&f=treesort&edition=prelim&num=0&jumpTo=true
https://www.ecfr.gov/current/title-34/subtitle-B/chapter-III/part-300/subpart-E/section-300.501
https://www.ecfr.gov/current/title-34/subtitle-A/part-99/subpart-A
https://uscode.house.gov/view.xhtml?req=(title:42 section:11434a edition:prelim) OR (granuleid:USC-prelim-title42-section11434a)&f=treesort&edition=prelim&num=0&jumpTo=true
https://oag.ca.gov/system/files/media/school-guidance-model-k12.pdf
https://www.csba.org/-/media/CSBA/Files/GovernanceResources/PolicyNews_Briefs/Technology/AI-Brief-REPD_09-2023.ashx
https://www.csba.org/Advocacy/EducationLegalAlliance/~/media/CSBA/Files/Advocacy/ELA/2017_02_legal-guidance-ProvidingAllChildrenEqualAccess.ashx
https://www.govinfo.gov/content/pkg/FR-2008-12-09/pdf/E8-28864.pdf
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/IDEA-FERPA Crosswalk_08242022.pdf
https://studentprivacy.ed.gov/resources/school-resource-officers-school-law-enforcement-units-and-ferpa
https://studentprivacy.ed.gov/resources/eligible-student-guide-family-educational-rights-and-privacy-act-ferpa
https://studentprivacy.ed.gov/resources/parent-guide-family-educational-rights-and-privacy-act-ferpa
https://www.ed.gov/

Management Resources Description

U.S. Department of Education Publication oint Guidance on the Application of FERPA and HIPAA to Student Health

Website .

Website 'mi -in I fon, igrati iy
Website lifornia IT in E ion nt Data Privac

Website CSBA District and County Office of Education Legal Services
Website U.S. Department of Education, Protecting Student Privacy
Website California Office of the Attorney General

Website California Department of Education

Website CSBA

Cross References Description

0410 Nondiscrimination In District Programs And Activities
1100 Communication With The Public

1100-E PDF(1) Communication With The Public

1113 District An hool Websi

1113 District And School Websi

1114 District-Sponsored Social Media

1114 District-Sponsored Social Media

1312.3 Uniform Complaint Procedures

1312.3 Uniform Complaint Procedures

1340 Access To District Records

1340 Access To District Records

1400 Relations Between Other Governmental Agencies And Th hool
3250 Transportation Fees

3250 Transportation Fees

3260 Fees And Charges

3290 Gifts, Grants And Bequests

3312 Contracts

3515 Campus Security

3515.3 District Police/Security Department

3515.3 District Poli rity Departmen

3553 Free And R Price Meal

3553 Free And Reduced Price Meals

3580 District Records

3580 District Records

4040 Employee Use Of Technology


https://www.ed.gov/
https://www.cde.ca.gov/ls/pf/if/immigration-toolkit.asp
https://www3.cde.ca.gov/ImmigrationEnforcementPolicy/iepolicy.aspx?r=lea
https://www.cite.org/stuprivacy
https://legalservices.csba.org/
https://studentprivacy.ed.gov
http://oag.ca.gov
http://www.cde.ca.gov
http://www.csba.org
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=9M6y6XT60tNhLqFJEZplusXaQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=59jWIqNx48XX91fZvmUJsQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=DS8nn6WbVnqejPcFLaiDkA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=cQgMunGqAwHnzhdsZHRWyQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=SHe9wj2BSpOplusEU2gZsr81g==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=BT4zkogEkKslsh6RUtuqsIrtw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=aHVPwVDa22HVLkrq0LS4plusQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=VCXnjspM8CjTplusy4AMSweslshg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=V4vHWu8WIgdOKYS7Hb4bPg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=HMD0j1hd2AiC6qslshIaiO9bg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=HfXEy1ihnbamRbqzlaslshtJg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=KV9CURQOWwSgOzRbvtJOkw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=F2rHkgO6VSsplusqXmpDbwjrA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=G7bRj3VSzvnR6RidBp8adQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=EoBQJVUv6BhChpluscXOHPQxg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=N3RHENLxslshhT2d29PFQvdslshw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=c94pU8qI3slshvijLlslshGchNpw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=splusSFIt7jQ179uyslshw4ehjZA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=Flg5Gfplush8S8UWg66pu9JXw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=P34KRFih5SQplusnbAm8H0trA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=NmfLezWb4ZwYj4RTyplouQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=LrmI59FQiLOAQKqgGmlw7A==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=nwFEOZoAStFSl7aVD26j9A==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=6uLsSrWatl7KpPZplusvplus2Iqw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=j1mYpxwGnHTVLZ0Hhe0Ftw==

Cross References Description

4112.6 Personnel Files

4112.6 Personnel Files

4119.23 Unauthorized Release Of Confidential/Privileged Information
4158 Employee Security

4158 Employee Security

4212.6 Personnel Files

4212.6 Personnel Files

4219.21 Professional Standards

4219.21-E PDF(1) Professional Standards - f Ethi
4219.23 nauthorized Rel f Confidential/Privil Information
4258 Employee Security

4258 Employee Security

4312.6 Personnel Files

4312.6 Personnel Files

4319.21 Professional Standards

4319.21-E PDF(1) Professional Standards - Code Of Ethics
4319.23 nauthorized Rel f Confidential/Privil Information
4358 Empl ri

4358 Employee Security

5000 Concepts And Roles

5020 Parent Rights And Responsibilities

5020 Parent Rights And Responsibilities

5021 Noncustodial Parents

5111 Admission

5111 Admission

51111 District Residen

5111.1 District Residency

5111.2 Nonresident Foreign Students

51121 Exemptions From Attendance

51121 Exemptions From Attendance

5112.2 Exclusions From Attendance

5113.1 Chronic Absence And Truancy

5113.1 Chronic Absence And Truancy

5113.2 Work Permits

5113.2 Work Permits

5119 Students Expelled From Other Districts
5119 Students Expelled From Other Districts
5121 Grades/Evaluation Of Student Achievement

5121 Grades/Evaluation Of Student Achievement


https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=mjwlkdjKEmJWqlY5umqAYw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=Qw8JislshP9Ui3n6VRQqZSZyw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=DxDV5Fu8ifqxVcdslshlyOrsQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=slshSh2gQBjjD6ox4OVplusNUdzA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=840TdxnEULamMsS9slshuCjqw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=SYT6ZHzYip4SDXaongPDEQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=h2FyMORtsbOrinZDLDVOBA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=5SOl1M5IpDsH5fSdXFTjOQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=PPZpPE7bvLwdwZmdcDbDAQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=ReyKHhw0oCaepQnqrsYqTg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=bquydSuNV4zzN4URHtcUSw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=HFYGjByFKXnCllAiqdG1OA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=oT5U5CXryAO2UaBBs1Oa5Q==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=erfrsP3rKMKXbWa47DPwOw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=3RkRwgnYzJqGlzbOO3NieA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=Bo5U6axbhtQG4sslshLEhPslshgA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=7psN5Iru4rmyNYslshslshoTWdJw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=APFYLqQNJ7varNzftufDjw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=aU202g99N3dVDWgaoyprMg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=5n8lE4Xt2FSxlIsPd6ioLQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=1UPaUVMObGxN6Gjp1Im8bQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=X0AIpXb5FKglslshU2tVX9slshRQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=3JZit7NARA4dgZuLPZqNkg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=SfJktXhqqn4KLx2ZgWqXzA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=6bR0Z5EP3p8AslshdrpDNSq7w==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=fdakq8plusJUFR4C7lB7RvHCQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=ZFQj2je93e5Kg2SifoN1wQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=Gaok6iP7aN0zpPGyjGzyYw==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=ie7WG9ciWWaEJajmMe7g3g==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=YslshCQpsaQgPKfNSXqBCchuA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=cXpizAO78LdGDYso2slshA9Lg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=wk5Nb82mN2jDBtFpMDuASA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=gpiyQWZZstSplusIVgBpE48vg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=TsKiFlvhgx13kdYnUk6QqA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=AvYfJfNm0uXPHNvRIA3lmA==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=ZBWbv00M2zORQn0tbuqeCg==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=RfVhOnIKWCcXL7wkPfhPdQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=Q8z5b2PlO2axHbg4Vr08tQ==
https://simbli.eboardsolutions.com/Policy/ViewPolicy.aspx?S=36030421&revid=2knltaLjqVftfAdRgGSzMA==

Cross References
5123

5123

5125.1

5125.1

5125.2

5125.3

5126

5126

5131.1

5131.1

5131.2

5131.2

5131.61
5131.61

5131.7

5131.7

5131.9

5141.21
5141.21
5141.21-E PDF(1)
5141.22
5141.22
5141.24
5141.24
5141.26

5141.3

5141.3

5141.31
5141.31
5141.32
5141.33
5141.52
5141.52

5141.6

5141.6
5141.6-E PDF(1)
5142.1
5142.1-E PDF(1)
5144

Description
Promotion/Acceleration/Retention

Promotion/Acceleration/Retention

Release Of Directory Information
Release Of Directory Information
Challenging Student Records
Awards For Achievement
Awards For Achievement
Bus Conduct
Bus Conduct
Bullying
Bullying
Drug Testing
Drug Testing
Weapons And Dangerous Instruments
Weapons And Dangerous Instruments
Academic Honesty
Administering Medication And Monitoring Health Condition
Administering Medication And Monitoring Health Conditions
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